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Abstract
As mobile technology is growing; the payment technology is also
growing with it, which enables end-to-end payment processing
system in context of daily routine transactions or associated
business (sales) transactions. It offers enormous flexibility to
customers as to pay their bills anytime and anywhere without
having the need to go outside.
But inspite of all the benefits mobile payments are not very
common since everyone does not possess a phone with such
capabilities. Also with the ease of m-payments comes the issue of
security, especially, authentication issue. Thus, we will be
designing such a mobile payment system integrated with
biometric authentication model which will provide the facility of
mobile payments with increased security levels and that it would
enable more and more people to use mobile payment system even
with the simplest mobile phones.
Keywords: M-payments, authentication, biometrics.

1. Introduction

India is the world's second largest telecom market, with
929.37 million mobile phone users. Phone is quite
common, even in remote villages. Mobile phone industry is
growing at an annual rate of more than 2 million visitors
annually. It is expected to reach 1 billion in 2013 to mark.
Urban users share was 66%, while the share of rural users
was 34%. In May 2011, the monthly increase in the
number of users in terms of a net 13.35 million. The 13.35
million new subscribers, 7.33 million people from urban
and rural parts of Section 6.02 million. Subscribe monthly
growth rate of 55% of the urban segment, while the rural
part of the 45% [6]. Given such a background, the phone
can be considered as an economically viable tool that
enables include access to financial services.

With the increasing mobile technology, mobile payment
system has paved its way in to people’s life. But still not a
large portion of people use mobile payment system mainly
for two reasons. Firstly, still people in India have a
question about the security of their payments made online.

While the second reason is, that not all people possess
smart phones hat support the mobile payment facility.

2. M-Payments

Mobile payment, also known as mobile money, mobile
money transfer and mobile wallet generally means the
financial supervision and implementation of payment
services from or through a mobile device. Besides by cash,
check or credit card, consumers can use the phone to pay
for a variety of services and digital or hard goods.

The mobile device may include a mobile phone, PDA,
wireless tablets, and any other device may be connected to
the mobile telecommunications network to make payments.

Mobile technology landscape offers various possibilities to
realize M-payment. SMS, USSD or WAP / GPRS are the
three possible channels through which a GSM phone can
send or receive information (mobile data services).
Selection of the channel will affect the way mobile
payment program implementation. Second, mobile
payment client application may reside on the phone, or it
may reside in a subscriber identity module (SIM).
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Fig. 1 Various possibilities using m-payments
For any mobile payment system to be widely accepted
must overcome some of the key challenges like
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interoperability, usability, simplicity, universality, security,
confidentiality, cost, speed, and cross-border payments. [1]
In all of these challenges security is the most critical one
and authentication is the main area of concern when
talking about security in m-payments.

Authentication means verifying that the user is who that he
claims to be. Authentication can be carried in the three
ways.

e The first method is by using a PIN (Personal
Identification Number) or password which is a
secret knowledge based technique. This technique
is commonly used as it provides cheap and quick
authentication.

e The second method is using the token- based
technique or SIM (Subscriber Identification
Module). In this technique, user removes the SIM
from the mobile phone when not in use. But this
is an inconvenient manner. Moreover, Payment
systems that are based on the passwords and
tokens are easily misused, due to the
shortcomings (Forgotten, lost, copied, shared,
distributed).

e The last method is the application of biometric
technique. In this technique, the unique
characteristic of a person is used for the purpose
of identification and verification of individual,
since each individual possesses the human
characteristics that are unique with himself only.

3. Biometrics

(Nanavati et al., 2002, p. 9)[2] define biometrics as the
“automated use of physiological or behavioural
characteristics to determine or verify identity.” A more
detailed definition is given by (Bolle et al., 2004, p. 3)[3]
who say:

“Biometrics refers to identifying an individual based on his
or her distinguishing characteristics. More precisely,
biometrics is the science of identifying or verifying the
identity of a person based on physiological or behavioural
characteristics”.

Biometric methods can be classified into two basic types —
behavioural and physiological.

i.) Physiological biometric is based on bodily
characteristics, such as fingerprints, iris scanning
and facial recognition.

ii.) Behavioural biometric is based on the way people
do things, such as keystroke dynamics, mouse

movement and speech recognition.

Various types of biometric techniques are Facial
Recognition [10], Fingerprint Identification [11], Retinal
Pattern Recognition [12], Iris Based Identification [12],
Voice Recognition or speech recognition [13][14] and
Signature Recognition [13][14].

3.1 Fingerprint Identification

Fingerprint verification is the earliest biometric to be used
and the first computer-aided personal identification system
(O'Gorman, 1999)[4]. It functions by reading the pattern
on the upper third of the finger. This pattern is made up of
whorls, loops and arches, which are the primary types of
fingerprints.
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Fig. 2 Minutiae example [7]

Basically the fingerprints consist of ridges (raised skin)
and furrows (lower skin) that are twisted to form a unique
pattern, which uniquely identifies the fingerprints.
Although the flow of the ridge are unique and distinctive,
while the other characteristics of the fingerprint called
"minutiae”, is the most unique to the individuals (see Fig. 2
represents several details). These features are specific
patterns of terminal or ridge bifurcation. In addition, all
fingerprints can be classified into three categories based on
their major central pattern [7]. These categories are arch,
loop, and the thread, which is shown in Fig. 3.

Whorl

Arch Loop

Fig. 3 Three major fingerprint classifiers [7]

Fingerprint matching techniques can be divided into two
categories:  minutiae-based and  correlation-based.
Minutiae-based technique first finds out the details using
minutiae points, and then maps the fingers of their relative
position. However, there are some problems when using
this method. It is difficult to accurately extract minutiae if
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fingerprint is of low quality. Also this method does not
take into account the global pattern of ridges and furrows.
Based on the difficulties associated with the minutiae-
based method, correlation-based method is used to
overcome its difficulties. However, it has some of its own
shortcomings. This technology requires precise position of
the registration point, and is affected by the image
translation and rotation, as shown in Fig. 4 [8].

Fig. 4 Fingerprint matching

3. Related Work

Vibha Kaw Raina (2011) proposed an idea to integrate the
proposed payment model with multi server authentication
model for the purpose of maintaining security and
accessing different servers (websites). The author proposed
a multi-model biometric authentication procedure with
respect to the payment system and has integrated it with
the existing payment system.

Kanaan A. El Bhissy (2011) proposed a payment system
for mobile phones for the people of Palestine. Author has
designed and programmed the speaker-verification system,
which does not depend on the text, i.e. that the system can
verify the speaker regardless of the phrase pronounced.
System works entirely on a mobile phone to pick up the
sound, and analyze it to extract the characteristics of the
vocal tract, then the verification process, which compares
the extracted speech’s features with the stored vocal model

audio of the speaker, which can be modified when
necessary.

Shiny Sreekumar (2010) dealt with the issue of
authentication in m-Payments and how this could be
realized using biometrics with the goal of developing a
viable business model. A special focus is given to the
process of enrolment as it forms the basis for an accurate
authentication process, as well as to customer acceptance:
without which the application will not be successful.

Uludag et al. ( 2004 ) defined biometric technology as an
automated method Recognition based on behavioral or
physiological characteristics of people. These Features
include features such as a hand, hand, face, fingerprint,
vein, voice, retina, iris. The authors concluded that
biometric technology is the key to a wide range of highly
secure identification and personal verification solutions
arrays. Welzl (2004) pointed out that the biometric system
is a pattern recognition technology to enable individuals to
identify an individual by determining the user has a
specific physiological or behavioral characteristic of
authenticity.

Jain et al. ( 2003), has described the significant difference
between the physiological and behavioural biometric
characteristics. Physiological biometrics data gathered by
the measurement part, and direct measurement of the
human body. These samples include, but on the other hand,
behavior characteristics originated from the individual
actions, which indirectly measuring the unique
characteristics of the human body is not limited to hand
geometry, face recognition, fingerprint, iris scan. These
samples include, but are not limited to, the signature
scanning, the scan key, speech recognition. Time can be
used as a measure of behavioural characteristics, as it
passes through the process of considering a given
(behavior Shoniregun, 2003 year schedule measures;
Strasser et al, 2001; Putte and Keuning, 2000).

Jain and Uludag (2003), and Soutar (2002), which includes
noted that an ideal biometric system should be universal,
unique, permanent and collection value. It must be
universal, everyone has the characteristics and unique, no
two people share the characteristics and permanent; where
the characteristic should neither be changed nor is variable,
the final characteristics must be recovered , and at any
decent sensor , and easy to quantify ( Uludag, et al, 2004 ).
Some other studies have found to meet all the above
requirements may be impractical or characteristic of a
useful practical biometric identification system (Linnartz
and Tuylus, 2003).
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Schneier (1999) and Timmers (2000) in their study showed
that biometric technology is integrated into applications
using proprietary software developers kit (SDK 's ) reach.
However, a recent study concluded that a standardized
biometric application programming interface, BioAPI
phase, was set up in the Specification, version 1.1, released
in 2001, in order to enhance the portability of internal
application-independent  biometric technology (Suter,
2002; Jain and Uludag , 2003; Adler, 2004 ) .

Biometrics -based identity verification applications are
many functions vital to global economic growth contained.
These measures include, but are not limited to, single sign-
on, Web security, transaction security, application logins,
data protection , workstations , remote access to resources,
and so on. (Maltoni, 2003).

4. Methodology

In this section we have described our proposed algorithm
of biometric authenticated payment system designed
especially for implementing m-payments. Since our model
will be typically based on biometric authentication and we
have used fingerprint (thumb impression) biometric.

4.1 Biometric Authentication Process

The biometric authentication process consists of two
phases— Enrollment process and Verification process.

i.)  Enrollment Process

Enrollment relates to the process of registering the
fingerprints of a customer against their other
demographic data as a record of their biometric
identity. It will be a one-time process in which a
customer will be asked to present their fingers on a
scanner and the fingerprints will be recorded and
stored.

ii.) Verification Process

The verification process involves the customer
verifying their identity through a live fingerprint to
authenticate a payment. This process will be carried
out every time the customer is carrying out a
payment. In verification process the customer will
enter their customer identity number into the
verification system. The system will then prompt
the customer to present their live fingerprint on the
scanner. The live fingerprint will be then compared
with the biometric template stored against the
customer identity number in the biometric server.

In case the verification is successful the payment
transaction will be considered authenticated and the
transaction will be sent to the bank for processing.
In case of a failure the customer may be asked to
present the finger again up to a certain maximum
number of tries.

In order to implement a biometric authenticated payment
system we will require three primary system elements that
are put in place by a bank or acquirer. These are:

i.) Enrollment system: This system will be used for
enrollment of the customers on to the program and
recording their fingerprint identity.

ii.) Verification system: This system will be used at
retail locations for verification of the live
fingerprints with the stored fingerprints for
authenticating the payments.

iii.) Biometric server: This system will be used for
storing the fingerprints, extracting and verifying
fingerprints during a payment process and
providing an interface to banks and acquirers for
managing the customer data and reports.[5]

4.2 Components Required For Biometric Payment
System

The different components that will be required for the
biometric payment systems are:

i.) Secure Online Banking Server (SBS): It will have
access to customer’s data; establish connection with
the Online Banking Software (OBS); conduct
capital transactions and will be able to identify a

Biometric  Trusted Device (BTD) as a
communication partner to establish a secure
connection.

ii.) Online Banking Software (OBS): It will be stored
on the client and will communicate with SBS in
order to process different transactions.

Our model will be having three levels of security for
authentication of the user. [9]

The first step in the proposed model will be to check the
first level of security i.e. in the form of account number
and password. After entering the account number and
password the system will check the validity of the user
credentials. If the user enters the right account number and
password the system will enter into second level of security
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otherwise will again ask for the account number and
password.

After authenticating the first level the system will ask for
the second level of security which will be the biometric
template of the user. The system will verify the biometric
template of the user with the stored biometric template in
the database. If the user enters the valid biometric template
then the system will enter the third level of security i.e.
registered mobile number.

The system will verify if the biometric template is received
from the registered mobile number. Otherwise the system
will again ask for the biometric template. After verifying
the mobile number, the system will be checking for its
validation.

If the validation is right then the system will proceed and
enter into the mode of transactions/payments otherwise it
will continue asking the valid set of credentials till the loop
ends (three times).

a) The first option provided in the model will be to
check the current balance of the account holder. By
this option the user will be able to check the details
of the balance in the account.

b) The second option will be updating of the account.

¢) The third option will be for transferring the funds
from existing account to another account in any of
the banks (money transfer). For this option again
the user will have to go through the authentication
process.

d) The fourth option will be the payments with the
help of mobile wallets. This option will be further
having different choices that include payment with
Pay Pal, M-check, Obapay, Pay mate. These
payment options are useful for P2P transactions
providing the facility to do transactions with
electronic money. For this option too the user will
have to go through the authentication process.

Enter Account no. and Password

Correct/
Incorrect

Level 3 Secumity

Reg. Mobile number

[ N
Registered

Homepage of website

N N N
—b Payment by wallet

Checkcurrent
halanre ‘ Update account |

Enter fingerprint

Correct/
Incorrect

Make transaction
Homepage of website

Fig. 5 The flow chart of the proposed model using if then else
statement

4. Conclusions & Future Work

In this paper, the biometric payment model incorporates
biometric authentication mode at multiple levels. This idea
has been developed from a broader perspective to cover
the shortcomings of the existing mobile payment system
and to provide better security features in mobile payments.
The proposed biometric payment model provides the user-
friendly approach to trade and make payments from the
customer perspective. And multi-level authentication mode
provides the user much better security. Moreover, this
model provides a payment system for mobile phone that
supports the most basic features like a camera in it. Our
model is not only for smart phone holders but also for the
simple phones with a camera. Thus, this feature of our
model will make the mobile payment system acceptable by
more and more number of people.

In future this work can also be diversified in the field of
mobile payments and implementing other type of biometric
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technique for authentication purpose. The research in the
field of extracting the fingerprint template from the camera
image has a great scope in future. Also, there is a great
need of a secure system that can be used for encryption of
the image or data.
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