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Abstract

Information and Communication Technology (ICT) based E-
Governance transaction have facilitated smart delivery of
services to the doorstep of Citizen. However, the use of Internet
have also enhanced the chances of infringement attempts during
classified communication between Government and Citizen. To
neutralize these attempts, we have proposed software
cryptosystem based Citizen centric multivariate E-Governance
system. During our research work, we have applied various
cryptographic techniques in realistic manner to install
information security during message communication. In this
paper we have performed case study based analysis of our
security features to explore scope for future enhancements in this
field.
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1. Introduction

Information and Communication Technology (ICT) based
E-Governance transactions have facilitated smart delivery
of services to the doorsteps of Citizen. Internet based
message communication have helped Government and
Citizen to communicate promptly in cost effective manner.
Use of this open communication medium have also
enhanced the chances of infringement attempts during
these classified communication. To neutralize these
attempts, we have proposed software cryptosystem based
Citizen centric E-Governance system. Within our proposed
E-Governance system, we have applied various
cryptographic protocols in realistic manner to achieve
Privacy, Integrity, Non-Repudiation and Authentication
(PINA) during classified communication. However, to
maintain utmost security features of our proposed E-
Governance system, it should be analyzed thoroughly to
find out its scope for further enhancements. To achieve this
objective, we have performed case study based analysis of
our proposed Citizen centric multivariate electronic smart
card based E-Governance system.

In section - 2 we have discussed the objective of our
proposed E-Governance system and its security features. In
section - 3 we have performed the overall analysis of our
proposed crypto-system. Section - 4 states the conclusion
of the entire discussion. Finally, references are listed at the
last part of this paper.

2. Objective.

As have already performed several literature survey (10,
14, 16, 17, 18, 20) here we will focus on the analysis of
our proposed Citizen centric multivariate electronic smart
card based E-Governance (22, 21, 19, 15, 13, 12, 11, 9, 8,
7,6,5,2,4,3,1) system to explore its future scope.

2.1 Problem Definition

In order to provide paper-less form of administration,
Government is regularly launching E-Governance
instruments, which is only an addition to the existing list.
As a result Citizen are forced to carry multiple instruments
to perform E-Governance transactions, which mostly
comprises of common parameters of an individual.
Simultaneously, Citizen are also forced to carry several
smart cards issued by banking authorities to its account
holders for financial transactions. As a result, attackers are
getting wide scope to manipulate the details of an
individual through these governmental and semi-
governmental identities. To replace this usage of multiple
smart cards and solve this problem, we have proposed a
Citizen centric multivariate electronic smart card based E-
Governance system, which is explained below.
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2.2 Proposed E-Governance System

In Figure 1, we have shown the schematic diagram of our
proposed E-Governance system. In our system we have
proposed a smart card, Multipurpose Electronic Card
(MECQ), to perform all the communications between Citizen
and Government through unique identification of the
Citizen. The proposed system is further explained below:

i. Citizen will initiate E-Governance

transaction with MEC.

ii. MEC will uniquely identify the Citizen
through strong verification procedures
installed  within the proposed E-
Governance mechanism.

iii. In case of successful verification, the Citizen
is allowed the continue the transaction,
else it is aborted by the E-Governance
system.

iv. E-Service Server will en route the service
request of the Citizen through its specific
server.

v. Finally, Citizen communicate with the
specific service server to complete its
electronic transaction.

As this entire message communication is done
through Internet, it highly susceptible to
infringement attempts mounted by the adversaries.
To defend those attempts we have imposed
cryptographic security systems, which are discussed
below.
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Fig. 1 Schematic diagram of proposed E-Governance system during C2G
type of transaction.

2.3 Proposed Security Features

The security features of our proposed Citizen centric
multivariate electronic smart card based E-Governance
system is mentioned below:

i.  We have imposed privacy of information through
Object Oriented Modeling (OOM) of
International Data Encryption Algorithm
(IDEA) during G2C type of transaction.

ii. We have imposed authentication, integrity and
non-repudiation of message communication
using Object Oriented Modeling (OOM) of
RSA Digital Signature Algorithm and Elliptic
Curve Digital Signature Algorithm (ECDSA)
during G2C and C2G type of transactions
respectively.

ili. We have also shown the hybrid cryptosystem
based user authentication through Object
Oriented Modeling (OOM) of Stream
Ciphers during C2G type of transaction.

iv. To understand the data flow within our proposed
application, we have performed Data
Modelling for Object Oriented Modeling
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(OOM) of RSA Digital Signature Algorithm
during G2C type of transaction.

v. To analyze the performance using dynamic
metrics, we have performed the Software
Metrics based analysis for Object Oriented
Modeling (OOM) of RSA Digital Signature
Algorithm and Elliptic Curve Digital
Signature Algorithm (ECDSA) during G2C
and C2G type of transactions respectively.

vi. For further enhancement of the proposed user
authentication technique, we have also
performed the Object Oriented Modeling
(OOM) of Digital Certificates during C2G
type of transactions.

As we have already discussed our proposed security
features, here focus is given over its case study based
analysis only

3. Analysis of Proposed Security Features

The brief analysis of our proposed security features are
mentioned below:

i. Object Oriented Modeling (OOM) of
International Data Encryption Algorithm

(IDEA).
a. The proposed application is designed using four
classes, named as CommonFields,

SecurityInterface, Sender and Receiver.

b. In this application Government is represented by
class Sender, and Citizen is represented by class
Receiver.

c. The encryption and decryption of information is
dependent over the message passing of these
classes.

d. The Object Oriented Modeling (OOM) of
International Data Encryption Algorithm (IDEA)
is shown using Class Diagram and Sequence
Diagram.

e. The implementation of this system is shown using
valid message communication.

Scope for further research:

a. New classes may be introduced to expand the
application of the proposed E-Governance system.

b. More Object Oriented Analysis and Design

further tested to detect tampered message
communication.

This application may be applied over other
models of E-Governance transactions.

The time level efficiency of this system may be
calculated further to enhance this work.

ii. Object Oriented Modeling (OOM) of RSA Digital
Signature Algorithm.

a.

The proposed application is designed using four
classes, named as Authentication, MEC,
Government and Citizen.

Object Oriented Modeling (OOM) of RSA Digital
Signature Algorithm is shown using Class
Diagram, Use Case Diagram and Inheritance
Diagram.

The implementation of this system is shown using
unaltered signature within altered message,
unaltered signature within unaltered message and
altered signature within unaltered message
communications.

Scope for further research:

a.

b.

New classes may be introduced to expand the
application of the proposed E-Governance system.
More Object Oriented Analysis and Design
(OOAD) tools may be used for better
understanding of the proposed cryptosystem.

This application may be applied over other
models of E-Governance transactions.

The time level efficiency of this system may be
calculated further to enhance this work.

iii. Object Oriented Modeling (OOM) of Elliptic Curve
Digital Signature Algorithm (ECDSA).

a.

b.

The proposed application is designed using two
classes, named as Government and Citizen.
Object Oriented Modeling (OOM) of Elliptic
Curve Digital Signature Algorithm is shown
using Class Diagram, Use Case Diagram and
Sequence Diagram.

The implementation of this system is shown using
valid signature verification and invalid or
tampered signature detection.

Scope for further research:

a. New classes may be introduced to expand the
(OOAD) tools may be used for better application of the proposed E-Governance system.
understanding of the proposed cryptosystem. b. Further focus may be given over the
c. As this system is applied only to denote customization of Elliptic Curve Digital Signature
successful message communication, it may be
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Algorithm (ECDSA) as per the programming
requirements.

c. More Object Oriented Analysis and Design
(OOAD) tools may be used for better
understanding of the proposed cryptosystem.

d. This application may be applied over other
models of E-Governance transactions.

e. The time level efficiency of this system may be
calculated further to enhance this work.

iv. Object Oriented Modeling (OOM) of Stream Ciphers.

a. The proposed application is designed using two
classes, named as Government and Citizen.

b. Object Oriented Modeling (OOM) of Stream
Cipher is shown using Class Diagram and
Message Passing Diagram.

c. The implementation of this system is shown using
valid signature verification and invalid or
tampered signature detection.

Scope for further research:

a. As an example of hybrid cryptosystem using
Secret Key Cryptography (SKC) i.e Stream
Cipher and Public Key Cryptography (PKC) i.e
Elliptic Curve Digital Signature Algorithm, this
application have wide scope of expansion for the
security of transmitted information.

b. To provide more E-Services to the Citizen, new
classes must be added within the application.

c. More Object Oriented Analysis and Design
(OOAD) tools may be wused for better
understanding of the proposed cryptosystem.

d. This application may be applied over other
models of E-Governance transactions.

e. The time level efficiency of this system may be
calculated further to enhance this work.

v. Object Oriented Modeling (OOM) of Digital
Certificates.

a. The proposed application is designed using four
classes, named as _Default, Connection,
CodeClass and EncodeDecode.

b. Object Oriented Modeling (OOM) of Digital
Certificate is shown using Use Case Diagram and
Sequence Diagram.

c. The implementation of this system is shown using
encryption of messages and corresponding
decryption of messages through web-based
interface.

Scope for further research:

a. Apart from name and date of birth of Citizen,
other attributes must be used to generate the
Digital Certificate for an individual.

b. New classes may be added to provide wide range
of E-Services to the Citizen.

c. More Object Oriented Analysis and Design
(OOAD) tools may be used for better
understanding of the proposed cryptosystem.

d. This application may be applied over other
models of E-Governance transactions.

e. The time level efficiency of this system may be
calculated further to enhance this work.

4. Conclusion

In this case study based analysis, the main objective was to
analyze our proposed cryptosystems. As it will be an
impractical approach to perform the detailed analysis all at
a time, thereby taking into account all the technical aspects
of our proposed cryptosystems, we have just shown the
path through which further critical analysis can be
conducted to provide secure and smart E-Governance
services to the Citizenry.
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